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Abstract —

In general, the traditional or smart locks are single staged as well as external visible device so there is
a maximum chance for trespasser to damage (Physical or Hacking) the locker system. The proposed
paper is a prototype of Novel Smart Lock device, which is a high secured compact device with
mandatory of Internal (Secondary Stage) and External (Primary Stage) security verification. The
Primary Stage is having a Primary Door (sliding door) with its operating security modules visible for
external access and the Secondary Stage is having a Main Door along with its smart security verifying
modules kept internal to the Primary Door. To design this model RFID module and Bluetooth HC05
modules are used as Primary Stage Security System (PSSS), Fingerprint Scanner and \oice
Recognition modules are used as Secondary Stage Security System (SSSS). However, the Primary
Door is accessed by a proper Authentication of any one module in the PSSS and the Main Door is
accessed by its successful Authorization of any one module in the SSSS. Therefore, when we want to
access the Main Door, we must pass our credentials at Primary Stage as well as at Secondary Stage,
then only we can access the actual door lock system. Hence the proposed solution is a high secured
door lock device, and it completely controls unauthorized access of trespassers or hackers at its under
limits.

Keywords: Primary Door, Main Door, Authentication, Authorization, Primary Stage Security System,
Secondary Stage Security System

Introduction

In this present generation, everything is digitalized and many of us are getting used to work with smart
appliances rather than traditional things as they work with greater efficiency, time management, low
cost, appearance, simplicity, and ease of use. However, the safety applications like digital locker,
electronic lock devices and smart lockers for domestic, commercial and bank purposes having
advanced technology of Wireless Fidelity (Wi-Fi),Internet of Things (loT), RFID, Finger Print
Scanner, ZigBee, GSM, Bluetooth HC05 and Smart Phone (android app) paired are available in the
market, but in security point of view no device is trustful as they are facing so many security issues
like digital hacking, security code (password) decoding, technology (data) misuse, spoofing, trapping
by hackers or burglars and so on. Hence more research is needed in the development phase of smart
safety device, in this connection we noticed that the security devices currently available are visible for
external people, which causes to allow the hackers or burglars for unauthorized access.

The proposed paper is an extension of work originally presented in 2019 global conference for
advancement in technology [1] and the existing solution is a kind of smart lock device which uses
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smart verification at each stage, but it seems limited security at secondary stage verification. In general,
we have carried, and non-carried type of keys used in the digital or smart lock devices; RFID and
Bluetooth HCO5 with Android Mobile App come under the category of carried, and Fingerprint
Scanner, Voice Command based come under the category of non-carried keys. So, the proposed
solution focusses on providing an additional feature of voice commands to the existing solution to
make the safety device stronger in all aspects of control of unauthorised access in door lock operation.
The remainder of the paper is organized as follows; section-2 consists of related work, section-3
implements the methodology, section-4 provides the design of the system, section-5 shows
experimental results and finally the section-6 concludes the paper.

Related Work

Authors J. Pacheco and K. Miranda presented a prototype system for home automation based
on a digital door lock with Near-Field Communication (NFC) technology and the Arduino Mega
board,which operates on card emulation mode and it allows the user to interact with an NFC reader
through their NFC enabled mobile [2],the authors in paper [3] also have the same approach but these
systems doesn’t allow guests without having NFC mobile card and unfortunately, if we lose the NFC
mobile we cannot access the door. Authors proposed a model of intelligent door locking system, that
has an Application (App) for android based smartphones with the ability to recognise image based face
recognition using OpenCV library and if not matched with the database results, they provide another
way of RFID along with digital password based security system to access the door lock [4], but the
solution depends on alternate methods as the face recognition has difficulties with finding face
recognition even though the user is an authorized.

In [5], the author proposes a system of Wi-Fi for the internet connectivity between Node-MCU
and the cloud server IFTTT and Motion detection sensor to detect the moving object. If any moving
object is sensed it will send the alert to user through IFTTT and Adafruit 10, then the owner of the
house alerts whether the moving object is authorized or not ,here all the communication is done through
the MQTT protocol. In paper [6], authors use an android mobile application and HC-05 Bluetooth
device, firebase database to register the app with the database; when the devices are paired and
credentials are matched with the data base results the door lock will be accessed, however the same
approach is followed in the paper[7,8,9,10]. These system will work with mobile app of internet
connectivity and database management system, so these are expensive and will not work out for remote
location areas as well as for low internet connectivity places.

In the papers [11,12], the author researchers proposed a two factor authentication of RFID and
OTP feedback system , when user want to access the lock system by placing RFID tag on to the reader,
an encryption code will be generated and is validated at its interconnected cloud server , if the code is
matched, an OTP will be sent to the corresponding user for second stage verification of OTP validation
by the android app of user, and if this OTP is also verified, then the door lock will be accessed, a
similar work is proposed by authors in [13] with some changes of using Wi-Fi technology. So, this
kind of methodology takes more time to react, and it requires frequent database maintenance.

The authors in papers [14,15], proposed a ZigBee technology this contains a ZigBee and a
phone pair which is named as ZigBee-tag used for door lock access by making communication between
human detection sensor module and digital door lock when an authorized person arrives at the door,
since the ZigBee requires a proper pair of transmitter and receiver modules, if a module is damaged,
the total system is damaged. The inventors in paper [16] have a five-pin secret password to lock and
unlock the door, when something goes wrong with the password, the GSM which is already existing
in the system alerts the owner, Paper [17] also have the same concept of password-based access but
GSM based is a time taken process and it is completely operated on a network basis. Authors in paper
[18], controls the door lock by the voice command at his mobile voice recognition application through
Bluetooth technology and it always requires a same voice frequency range which is a kind of drawback.

In this paper, we present a combination of carried and non-carried key approach, which is a
non-internet connectivity based as well as no protocol-based communication (wireless) and it is an
independent of database support.
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Methodology
In this section, construction of each stage is described: that is primary stage security system and
secondary stage security system along with its sensors and controller’s involvement.
Primary Stage Security System

It is an externally accessed primary door operation, which holds the entire secondary stage
security system underneath the primary door. As shown in the Figure 1 of schematic diagram, the
system is constructed with an Arduino controller unit, two modes of RFID and Bluetooth based
security modules along with a primary door operating motor.
3.1.1. Arduino Uno Micro Controller Unit

The Arduino uno is an 8bit AVR micro controller board developed on ATmega328P data sheets
[19] operated on DC 5V,16Mhz frequency with of 14 digital 1/0 and 6 analog pins, by default some
digital pins are configured for multipurpose, we can utilize them for 1/0 as well as for external
peripheral communication. As shown in the Figurel, the RFID reader and Bluetooth HCO5 modules
are connected as an input device to the Arduino by using their specified communication protocol and
a DC 5v motor is connected as an output device through a L293d current driver to operate the primary
door (sliding door).
3.1.2. RFID Security Mode

The MFRC522 RFID module is used as one of the security modes of primary stage security
system, it is available as RFID transceiver module and its Tag. As shown in the Figurel, the reader
module communicates by the SPI protocol to the Arduino digital I/O pins of 10,11,12 and 13 at the
frequency range of 13.56MHz, however the RFID tag is a passive tag which includes a microchip for
storing unique identification codes and an antenna to activate the microchip [20].
3.1.3. Bluetooth Security Mode
The Bluetooth security mode is another mode of primary stage security system, it is available of
Bluetooth HC05 module and its supporting Bluetooth android mobile phone application [21]. As
shown in the Figurel, the Bluetooth HCO5 is connected and communicated to the Arduino controller
using USBTTL serial communication protocol with a baud rate of 9600, Bluetooth device accepts the
commands of its paired device of android mobile app with a strong secret password in between the
range of 0000 to 9999.
3.1.4. Primary Door
The primary door is also called as a sliding door which is fitted to a rugged box to make sliding actions
with the help of a DC 5v electromechanical motor (mini motor) and is operated when input sensors
activate the controller unit. As shown in the Figurel, the Arduino controller and motors are connected
viaa L293D current driver to make the stable operation of the motor as the controller unit rated current
is limited to 30-40mA per each digital 1/0 pin.
Secondary Stage Security System

As shown in the schematic diagram of Figure 2, the secondary stage security system comprises
of an Arduino mega controller, fingerprint scanner mode, voice recognition mode and linear actuator
motor to access its main door operation.
3.2.1. Arduino Mega Controller Unit
The Arduino mega 2560 is a micro controller board developed on ATmeg2560 data sheets. Compared
to the Arduino uno, it is a similar board having more digital 1/0 pins and serial communication ports.
As shown in the Figure 2, the LCD unit, linear actuator motors are connected as output devices to the
digital I/O pins and voice command control system, fingerprint scanner systems are connected via TTL
UART serial communication ports as an input device.
3.2.2. Voice Recognition Mode
Elechouse V3 Voice Recognition Module is connected to the Arduino with TTL UART serial
communication protocol, which can recognize 80 unique voice command but in our model
development purpose, we have trained and recorded up to three commands as it is enough for the
application requirement.
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Figure 2:

Schematic Diagram of Secondary Stage Security System
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Figure 3: Flow Chart for Main Door Access
3.2.3. Fingerprint Scanner Mode
R305 fingerprint scanner system is connected to the controller unit through the TTL UART
serial communication protocol, which can support independent fingerprint registration, fingerprint
comparison and fingerprint searching functions [22]. Here we have registered up to three user
fingerprints and stored in the sensor memory in the form of image packets.

3.2.4. Main Door

A DC 12v linear actuator motor is connected to the controller via al2v DC relay to operate the
main door, which kept inside to the main door as it is an internal operation of the main door access and
it is a high torque motor, which moves upwards and downwards in direction instead of clockwise and
anti-clockwise direction.
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Design of the System

The design of the proposed system is shown in the Figure 3 of flowchart as we know that the door lock
access involves lock and unlock modes, thus the system also uses two modes operation: such as Main
Door Lock and Main Door Unlock modes.
Main Door Lock Mode

In Main Door Lock Mode: the proposed system uses an internal locking mechanism, which is
operated by a proper Authorization of anyone of its secondary stage security verifying modules but
before accessing this stage user must access his primary door by its authentication security modules
called primary stage security system.
4.2. Main Door Unlock Mode

In Main Door Unlock Mode: user will unlock the internal lock mechanism of linear actuator
motor from the outside of door and before to reach this main door, user must pass his credentials at
primary stage Authentication and then at secondary stage Authorization, then only the user can access
his main door unlock mode.

Experimental Setup and Hardware Results

The external view of smart lock device with multistage-multimode security integration is as shown in
the image of Figure 4. hardware setup of proposed methodology.

Display
Unit

RFID
Module

Figure 4: Hardware Setup of the Proposed Methodology
As we already discussed in the previous sections, there are four modes of security modules
involved in the operation of locking/unlocking of primary door/main door and the operation is stated
asin the tables 1 & 2.

Table 1: Primary Door Lock/Unlock

Mode of RFID Bluetooth HC05

Operation Security Security Mode
Mode
Primary Verified Not used
Door Not used Verified

Unlock

Primary No need to lock it will be locked
Door Lock automatically once main door

operation is finished

Table 2: Main Door Lock/Unlock

Mode of Fingerprint Voice
Operation Scanner Recognition
Mode Security Mode
Main Door Verified Not used
Lock/Unlock | Not used Verified
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5.1. Primary Door Unlock with RFID
As shown in the Figure 5, When a corresponding RFID tag is placed on to the RFID reader
module it verifies its authentication and allow to unlock the primary door.
5.2. Primary Door Unlock with Bluetooth HC05
Bluetooth HCO5 with its mobiles App paired system is as shown in the Figure 6, which is
another security mode option for accessing primary door with its successful authentication.

Figure 6: Bluetooth Android Mobile Application
5.3. Main Door Lock/Unlock with Fingerprint Scanner
As shown in the Figure 7, the fingerprint scanner is one of the secondary stage security
modules, which can lock or unlock the main door when it gets a proper authorization.

Figure 5:RFID Reader and Its Tag

Fingerprint
Scanner
Figure 7: Fingerprint Scanner Module
5.4. Main Door Lock/Unlock with Voice Recognition Mode
As shown in the Figure 8, the voice recognition module can lock or unlock the main door by a
valid authorization of its user.

Figure 8: Voice Recognition Module
5.5. Hardware Result of Primary Door Unlock
Primary door is a sliding door, which is unlocked by its commands of primary stage security
system and the experimental result is as shown in the Figure 10. However, it is automatically locked
with some time delay after every completion of secondary stage operation.
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Figure 9:Hardware Result of Primary Door Unlocked
5.5. Hardware Result of Main Door Lock
As shown in the Figure 10, the main door operation is an internal locking mechanism by
electromechanical device of linear actuator motor shaft, which will be hooked into the shaft holder by
forward motoring action and then the holder keeps the shaft until the motor makes reverse motoring
action.

Shaft
Holder

Main Door
Motor

Figure 10: Hardware Result of Main Door Locked
5.6. Hardware Result of Main Door Unlock
The hardware result of main door unlock is as shown in the Figure 12, and is unlocked when
motor shaft moves downwards (reverse motoring action) from the shaft holder by the commands of
controller unit.

Motor Shaft
Unlocked

Figure 11: Hardware Result of Main Door Unlocked
5.7. LCD Display Unit Results
To understand the status of the operation, we provided a display unit which shows the step-by-step
instructions to the user, then he knows whether the procedure is right or wrong.

Figure 12:LCD Display Alert
As shown in the Figure 13, the display unit directs us to unlock primary door by verifying a
valid primary security key.
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Figure 13:Display Result When No Primary Key Found
Not Found message will visible as shown in the Figurel4 when no proper primary security key
IS matched.

Figure 14: Display Result When Authentication Success
As shown in the Figure 15, the success message tells that the primary stage security
authentication is successful.

[ e B SEREAT

Figure 15: Display Result When No Proper Secondary Key Found
As shown in the Figure 16, Access does not grant message is used for authorization verification,
when any one of its secondary stage securities is failed.

Figure 16: Display Result When Authorization Not Matched
As shown in the Figure 17, when no proper authorization is found, the system asks to check
your credentials one more time.

15 R T S

Figure 17: Display Result When Authorization Matched
As shown in the Figure 18, The system is satisfactory about user’s authorization and it permits
to access the main door, however the primary door is automatically locked once main door operation
is finished

Conclusion

In this paper, we present a novel smart lock device with an exceptional feature of internal and
external security stages, which limits unauthorized access at its internal or at its external stage. Hence,
whoever wants to access the system must pass his credentials at both security stages, then only the
device allows user to access the door. Here the proposed solution uses complete wired communication
between its controller unit and security modules, thus are non-internet connectivity (network) based,
non-database required, non-OTP based systems. Therefore, the use of device is simple in operation
and can be useful for any location (whether located area or remote location), easy understandable to
any age factor people, faster in performance, efficient, trustful, and cheaper in cost.
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